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Objective

Upon completion of this module, you will be able to perform the
following tasks:

Understand about SCADA and ADAMG6300 through OPC UA

In the SCADA, monitor DI/O & Al/O value for ADAM6300
series via OPC UA Protocol
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Outline

* How to acquire IO data via Ignition

* How to acquire |O data via Uaexpert
 ADAM-6300 OPC UA Security

« ADAM-6300 OPC UA Monitor Items
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Establish Connection with OPC UA Device- ADAM-6300 series

* Create OPC UA Client driver

* Create OPC UA server(ADAM-6300 series)
— Refer to ADAM-6300 EndPoint URL through the AdamApax .NET Ultility
— Setting the Security type and Key in the Username & Password

* Trust the Server Certificate for Ignition

« Trust the Client Certificate for AdamApax .NET Utility

* Create Project & Test
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Create OPC UA Client driver

Step1l:

Open up Ignition and create OPC UA Client driver, then add an OPCUA server in custom discovery.

Create OPC UA Client driver

Ignition.”

SYSTEM
Overview
Backup/Restore
Ignition Exchange
Licensing
Modules

Projects

Redundancy

Gateway Settings

NETWORKING
Web Server
Gateway Network

Email Settings

@ Config > Opc > OPC Connections

Trial Mode 1:31:21 We're glad you're test driving our software. Have fun.

@ ORCUA

Connect to a device or server that supports OPC UA.

OPC-DA COM Connection

Provides access to legacy COM-based OPC-DA servers. Supports OPC-DA versions 2 and 3.

Create OPC UA server(ADAM-6300 series)
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Create OPC UA server(ADAM-6300 series)

Step2:

Then expand the tree, users could choose either anonymous which is None or security which is

Basic128Rsal5-Sign. After choosing the connection type, go set up username and password. Here
we choose security connection for instance.

° .

OPC Connections

Trial Mode 1:30:99 we're glad you e et driving our software. Have n.

Select Endpoint

OPCACP://10.0.0.1:4840

Security Policy: None
Security Mode: None

R opctcpi//10.0.0.1:4840

Security Policy: Basic128Rsal5 3
Security Mode: Sign

Trial Mode 1:38:39 We're glad you e test driving ow softwre. Have |

Y doult
Username
Password  essssses
- =

Choose connection type and fill in username and password
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Trust the Server Certificate for Ignition

Step3:

Then we right click the device and choose Connect, then a Certificate Validation window would pop
up due to the untrusted certificate sent from ADAM-6350 which is a OPCUA server. All we need to
do is to trust this certificate in order to build up connection.

Trial Mode 1:29:54 we're glad you're test driving our software. Have fun.

Client Server

Client Security

Trusted Certificates

Common Name SHA-1 Fingerprint Expiration Action

No trusted client certificates to display.

Upload Trusted Certificate:
Quarantined Certificates
Common Name SHA-1 Fingerprint Expiration 4 Action
+ ADAM6350 ae3fBc1129e08383742ccb79fd224f68e4b658... Apr 6, 2028 W O

Trust the certificate from OPC UA Server
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Trust the Client Certificate for AdamApax .NET Utility

Step4:

Open up Adam/Apax .NET Utility, search for ADAM-6350, choose Certificates tab and trust the

Rejected certificate from Ignition. Then go back to Ignition to make the device connect to

ADAM-6350 again.

Advantech ADAM/APAX Utility (Win32) Version 2.6.00 (B03)

ADAM-6350:

Trust the Rejected certificate from Ignition
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Create Project & Test

Step 5:
Expand the tree in red circle above, and drag the tag you want to Data Access View.

Then you shall see the 10 status.

O Filte Project Properties ./ | gy
[+ = ADAM-6350

&) Alarm Notification Pipslines ¥ = UaserverC@PC020609. ADVANTECH.CORP

-1‘ Sequential Function Charts
v B scripting
b+ @) Parspective

2 Transaction Groups
» @ vision

E Named Queries

Reports

Tag Browser =L 4
Q C|¥-a0d|0C | B

Tag Value Data Type Traits
» I System

} i Vision Client Tags
+ i All Providers

Make Device we created connect to ADAM-6350 again
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Create Project & Test

Step 5:
Expand the tree in red circle above, and drag the tag you want to Data Access View.
Then you shall see the 10 status.

F- o
v 4 ADAM-6350
» (@ pigital_Input

Q- Project Properties .8

,§ Alarm Notification Pipelines

.1, Sequential Function Charts ~_ &) Digital Output ==
» & Val
¥ ascnpung DO.00.DOValve File Edit View Project Component Alignment Shape Tools Help

» ® Perspective »-% DO_01_DOValue

: : T T - = = =
Q4 Transaction Groups » © D0_02_DOValue B« | s w|w ofpffo-[a)/-® o[ xnxn|laaaleoas Y O bk &
v © vVision ® DO_03_DOValue Project Browser. g — X | OPCBrowser a8 - X e e R e
(& Client Events DO_04_DOValue |
~ ™ windows ¥ DO_05_DOValue ]

»-[ Main Window [ ® DO_06_DOValue

DO_14_PulseRemainingCount
W DO_14_PulseStart

»
&
»
»
%, Templates » % D0O_07_DOValue KA 3 E
B Named Queries h » © D0_08_DOValue e i
= T » % DO_09 DOValue Jomation [ Network | [ Fiomwse | OPCUA | Certficates| ]
- 8= 2~ 9D0.10.Dvalbe Point URL: 0po.ep:10.0.0 14840 ] Ensble Security [ Comneat | ]
Q | ¥-a 0 » "9 DO_11_DOValue ]
» S DO 12 DOValue iddress Space Attributes Z‘
Data Type Traits » % DO_12_PulseOutCount - @ Digitsl Output | [ Name Value &
~ |& Tags » % DO_12_PulseRemainingCount : 3| | @ Nodera ns=1 3=~ObjectsFolderDigitalOutputDO_01_DOVal ]
B Data Types » % DO 12 PulseStart &9 ﬂ @ NodeClass Variable 1
P LY @ BrowssName 1:00_01_DOValue 1 _
» opC Q @ 01
% DO_Q0_DOValue Boolean » © DO_12_PulseWidthHigh : @ DisplayName DO_01_DOVelue -
» % DO_&¥ _DOValue 0PC @  Boolean » © DO_12_PulseWidthLow G & Description i
g » © 00.13.D0value ¢ By o g ] [ o ]
& g ey @ UserWriteMask 0
» i Vision Client Tags » © DO_13 PulseOutCount 1 Al i ]
» i All Providers » % DO_13_PulseRemainingCount @ DO_09_] @ DataType Boolesn 1
» © DO_13_PulseStart - @ DO_10_DOVelue < [ m i
» © DO_13_PulseWidthHigh o Aoces Vo —— “
» © DO_13_PulseWidthLow . ID DisplayNeme  Mode  SamplingRate Deadband | Vas. |foualty Timestamp  Los
® DOValue DO_00_DOVslue _Reporting 1000 Nons  Troe Good 15:28:39.000
?- D0 14.00Nalue {ObjectsFoldsrDigitlOutputDO_01_DOValue DO_01_DOValue Reporting 1000 ore | Tyie foood 152537000 1
» %% DO_14_PulseOutCount =
» 3 0
»

Drag the IO tag to Data Access View for monitoring Monitor the 10 status
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